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NMOJNTIUTUKA
MHdOopMaLUMOHHON 6e30NacHOCTH
B MyHULUNANbLHOM GHOAXKETHOM yupexAeHUU AONOSTHUTEeNbHOro oopasoBaHus
CMNOPTUBHOM WKOMbI oniuMnunuckoro pesepsa Ne 10 «Onumn»

BBepeHue

OanHas [lMonutuka uHpopmMaunoHHon 6e3onacHOCTM B MyHuUMNanbHOM 6loaXeTHOM
yypexaeHun JononHUTensHoro obpasoBaHnsa CNOPTUBHOM LLKONbI onuMmnuiickoro pesepsa Ne 10
«Onumn» (ganee — Monutuka, MBYO CLUOP Ne 10 «Onumn» cOOTBETCTBEHHO) NpeacTaBnseT
cobon yHOaMeHTanbHbIA AOKYMEHT, onpeaensioowmi BCECTOPOHHUIA noaxon K obecneveHuto
nHdopmaumoHHo 6esonacHocTn Bo Bcex cipepax aeatensHoctn MBYJO CLUOP Ne 10 «Onumn».

MNonuTuka He NpPOCTO NepeuncnseT npaeuna, a HoOPMUPYET LIENOCTHOE MUPOBO33PEHNE,
HanpaBneHHoe Ha 3awwuTy LUeHHbIX WH(OpMaUMOHHbIX akTuBoB. OHa ycTaHaBnueaet
cTpaTeryyeckMe uenu v 3agayum no 3awute nHpopmauuu, 3agasas BEKTOP pasBUTUS CUCTEMbI
ynpasneHus MHdopmaumoHHon GesonacHocTbio (fanee — CYWB) n onucebiBas npuHUunbl ee
nocTpoeHus. YcnewHasn peanusauus yctasHbix 3agady MBYJO CLUOP Ne 10 «Onumn» Hanpsmyto
3aBMCUT OT ahpeKkTnBHOro obecneveHns nHpopmaunoHHon 6e30NacHOCTH, YTO ABNSETCA O4HUM
N3 KNYEBbIX (PaKTOPOB €€ XKNIHECNOCOOHOCTU U PasBUTUS.

MNMoa obecneyeHnem wHpopmaunoHHon 6e3onacHOCTM B pamkax AaHHou [onuTuku
NOHNUMAETCA KOMMNMEKC MEPONPUATUIA, HaNpaBfEeHHbIX Ha 3awWwuTy MHAOPMAUUOHHbIX PECYPCOB
MBY[JO CLUOP Ne 10 «Onumny», BKNoYas BCEBO3MOXHbIE AaHHbIE, NporpammHoe obecneyeHue,
Basbl faHHbIX, @ TaKkke BCEN CONyTCTBYIOLEN NHPPACTPYKTYPbI: KOMMbIOTEPHON TEXHUKU, CETel
CBSI31, CUCTEM XPaHEHWS OAHHbIX U T.4.

OTO KOMMMEKCHbIA noaxoA, OXBaTbiBAOLWMUA BCE aBTOMaTU3VMPOBAHHbLIE CUCTEMbI,
TENEKOMMYHUKaALIMOHHbIE CETU U MH(POPMaLMOHHbIE NMOTOKWU, KOTOPbIMUA BnaaeeT U NoMb3yeTcs
MBYO CLUOP Ne 10 «Onumn». Monutuka pacnpocTpaHAeTCsa Ha BCe YPOBHU OOCTyna K
WHpopMaumMnm — OT COTPYAHUKOB [0 BHELUHUX KOHTPAareHToB, B3aWMOAEWCTBYIOLUX C
nHpopmaumoHHbiMu cuctemamn MBYO CLUOP Ne 10 «Onumn».

BaxHo noayvepkHyTb, 4TO [lonuMTuka uWCXOAUT U3 NPUHUMNMANBHOTO MOHUMAaHUS
HEBO3MOXHOCTWU OOCTMXEHUS abCoNTHON 3alMLLEHHOCTU MHOpMaLMK MPU UCMNONb30BaHUN
N30NMMpOoBaHHbIX CPeacTB 3awmTbl. besonacHocTb yypexaeHus MBYO CLUOP Ne 10 «Onumn»
AOCTUraeTcsa NuLlb NyTeM KOMNNEKCHOro U CUCTEMHOro noaxoaa, rae sce anemeHtol CYUB TecHo
B3anMoCBA3aHbl 1 paboTatoT cornacoBaHHO. JTo TpebyeT TWwaTenbLHOro aHanusa pUCcKoB,
BbiOOpa ONTUManbHbIX TEXHUYECKUX W  OpPraHW3auMOHHbIX Mep 3aluTbl, MOCTOAHHOrO
MOHUTOpWHIa 1 ajantauun CUCTEMbl K U3MEHsiIoWmMMcA yrpo3am. PaspaboTka v BHeapeHue
NoBbIX 3NeMEHTOB MHPOPMALIMOHHOM CUCTEMbI AOMKHLI paccMaTpuBaThC B KOHTEKCTe obLuen
apxuTekTypbl 6e30nacHOCTH, Kak HeoTbeMNEMas YacTb E4UHOW, 3aLUULLEHHON MHAOPMALIMOHHOA
cpedbl. lpn 3toMm HeobxoAMMO CTpeMUTbLCS K OnTUManbHOMY GanaHcy Mexay YpPOBHEM
3aLLUMLLEHHOCTUN, (PUHAHCOBbLIMW 3aTpaTaMy U onepaumnoHHON 3hPEKTUBHOCTLIO.

MonuTuka NnpeaycmaTpuBaeT He TONbKO TEXHUYECKUE, HO U OpraHnU3aLuoHHbIe MepbI.

K opraHusaunoHHbIM Mepam OTHOCATCA pas3paboTka U YTBEPXKAEHWE BHYTPEHHUX
HOPMAaTUBHbIX aKTOB, PEernaMeHTUpylLWmMX nopaaok AocTyna K MHdbopmauuu, obpaboTky
nepcoHasnbHbIX AaHHbIX, UCMONb3OBaHWEe WHMOPMAaUMOHHLIX pecypcoB U T.n. Ob6A3aTenbHbIM



anemMeHToM sBnseTca obyyeHue COTPYAHWKOB BOMpocam nHopMaLMOHHOK GesonacHoCTH,
NOBbILLEHNE UX OCBEAOMIEHHOCTN O BO3MOXHbIX Yrpo3ax 1 npasuiax 6e3onacHoro noseAeHus.
PerynsipHble  ayaWTbl M NpOBEPKA CUCTEMbI  6e30MacHOCTM  MO3BOMAKT  OUEHUTL ee
3(PPEKTUBHOCTb U CBOEBPEMEHHO BbISIBNATL YA3SBUMOCTH.

Ba)kHbIM acnekTom siBNsieTCs B3auMOAENCTBME C BHELWHUMW OpraHusauusiMm  ”
naptHepamu. [lonuTvka [OMKHA pernameHTUposaTb MOPSAOK obmeHa WHdopmaunen c
BHELUHUMK cyBbekTammn, obecneunBas 3alnTy KOHPUAEHLUMANLHOCTU U LIENOCTHOCTN AaHHbIX.
370 BKNOYaeT B cebsi yCcTaHOBNEHWE npasun AoCTyna, ucnonb3oBaHwe KpunTorpadu4ecknx
CPeACTB 3alMUTbl WM KOHTPONMb 3a CcobniofAeHneM  [LOroBOPHbIX obszatensctB B cdepe
HdOpMaLMOHHOW BesonacHoCTU.

Takum oBpasom, lMonuTtuka MHEPOPMAUMOHHOW Ge3onacHoCTy MBYOO CLUOP Ne 10
«OnNUMN» — 3TO He MPOCTO Habop npaBwn, a CTpaTeryeckuit [OKYMEHT, onpeaensoLmnin
BCEOBbEMMIOWMIA NOAXOA K 3almTe MHEOPMALMOHHBLIX pecypcoB. Ee ycnelwHas peanusauus
TpebyeT NOCTOSIHHOrO BHUMAaHWA, UHBECTULIMIA B TEXHOMOrMu oby4yeHue nepcoHana, a Takke
NOCTOSHHO ajanTauuu K 3BOMIOLMOHMPYIOWMM  yrposam B cdepe UHOPMaLMOHHOWM
6e30NacHOCTU. TOMbKO CUCTEMHbIV, KOMMMEKCHbIA MOAXOA, Y4YWTbIBAOWMA BCe acnekTbl —
TEXHUYECKUe, OpraHM3aunOoHHbIE U YEenoBEeYeckUin aktop — no3BONUT MBYOO CLUOP Ne 10
«Onumn» obecneunTs HEOBXOANMBIN YPOBEHb 3aLLUMLLEHHOCTU WHGOpMaLun 1 rapaHTMpoBsatb
yCnelUHoe BbIMONHEHWe CBOMX YCTaBHbIX 3apady. Peanusauus Monutnkn TpebyeT NOCTOAHHOro
MOHWTOPUHra, aHanusa U COBEPLUEHCTBOBAHWSA CWUCTEMbl 3allnTbl  ANA obecneyeHus
YCTOMYMBOCTM K COBPEMEHHBIM 1 Byaywnm kubepyrposam.

. TepMuUHbI 1 onpeaeneHus
1. Aemopu3sayusi — NpoLecc NpefocTaBneHns AocTyna K pecypcaMm Ha OCHOBE NpoBEPEHHON
ayTeHTuurKauun.
2. Aymenmucbukayusi — npoLecc NpoBepk1 NOAMHHOCTUA NoNb3oBaTens nim yCTpOMCTBA.
3. BupmyanbHas 4acmHas cemb (VPN) — TexHonorus, obecneynBatowas GesonacHbli
yAaneHHbIn JOCTYN K CeTU Yepe3 HTEpHEeT.
4. focmynHocmb — obecnevyeHue AocTyna K MHGOpMauum W CBA3AHHBIM C Hel akTusam
aBTOPM30BaHHBLIM NONb30BATENAM B HY)XXHOE BPEMS.
5. UHpopmayuoHHass 6esonacHocmb (UB) — cocTosHue uHopmaLun, npu  KOTOPOM
obecneunsaeTcs eé KoHUAEHUManbHOCTb, LLENOCTHOCTb U AOCTYNMHOCTD.
6. MHYudeHm uHgpopmayuoHHol 6ezonacHocmu — COObITUE, KOTOPOE MOXET MPUBECTN K
HapYLLEHNIO KOH(UASHLMANBHOCTH, LENOCTHOCTM NN AOCTYMHOCTU MHOopMauuy.
7. KoHgpudeHyuansHocmb — obecneveHne Aoctyna K MHopMaumun TONbKO aBTOPM3OBAHHBIM
nonb3oBaTensam.
8. Mexcemeeoll 3kpaH (6paHOmMay3p) — cucTema, npefHasHaveHHasa Ana 3awuTbl ceTn oT
HEeCaHKLMOHNPOBAHHOMo A0CTyna.
9. MHozoghakmopHass aymeHmudpukayus (MFA) — vcnonb3oBaHWE HECKONbKAX METOAO0B
ayTeHTuduKkaummn Ana nosbilleHns 6e3onacHocTy.
10. MoHumopuHa 6e3onacHocmu — NpoLEcC HabniofeHUs 3a CUCTEMON UNN CeTbio AN
obHapyXeHua » npefoTBpaLLeHUs yrpos.
11. O6y4eHue u oceedoMJIEHHOCMb — MpPOrpamMMbl W MeponpuATUA, HanpasrieHHble Ha
NOBbILLEHWE 3HAHWIA COTPYAHNKOB B 06n1acTh MHOpMaLIMOHHOK GesonacHocTy.
12. Maponb — cekpeTHas KOMGMHALMS CUMBOMIOB, uCnonb3yemas Ans ayTeHTudukauum
nonb3oBaTens.
13. lMnaH peazupoeaHuss Ha uHYyudeHmbl — Habop npoueayp, KOTOPbIE ONUCHLIBAIOT, Kak
opraHu3auus AOMKHa pearnposaTh Ha UHLUMAEHTbI MHOpMaLMOHHOI Ge3onacHoCTy.
14. PesepeHoe KonupoeaHue — NpoLecc Co3aHns Konuii AaHHbIX ANs BOCCTAHOBNEHWA B Criy4ae
UX NOTEPYU UNN NOBPEXAEHUA.
15. PUck — BEPOSITHOCTb TOTO, YTO Yrpo3a BOCMONb3YEeTCA YA3BMMOCTbIO 1 NPUBEAET K yLlepoy.
16. Cucmema o6HapyxeHusi emopxeHuu (IDS) — cuctema, npeaHasHaveHHaa nAans
0BHapyXeHNsA NOMNbITOK HECAHKLIMOHUPOBAHHOrO A0CTYNa Unn aTak.



17. Cucmema ynpaeneHus uHgopmayuoHHol 6e3zonacHocmbio (CYUB) — komnnekc
CTPYKTYpPUPOBAHHbIX MONMUTUK, MPOLECCOB W TEXHUYECKUX CPeacTB, HanpaBneHHbIX Ha
obecneyeHne nHhopmaLmoHHo 6e30NacHOCTM B OpraHu3aLmu.

18. Cucmema koHmponsa u ynpaeneHuss docmynom (CKY[) — komnnekc obopynosaHus,
rnaBHas YHKLUMS KOTOPOro — OorpaHUYeHne 4OoCTyna Ha oxXpaHaeMblii 06 bEKT.

19. Cpedcmeo kpunmoezpaghuyeckoli 3aujumsl uHgpopmayuu (CK3M) — nporpamma unw
YCTPOWCTBO, KOTOPOE LUNEPYET AOKYMEHTbI U FEHEPUPYET ANEKTPOHHYIO NOAMUCH.

20. Yeposa 6esonacHocmu — noTEHUManbHasi BO3MOXHOCTb HapylueHuss 6e3onacHocTu
WHOpMaLMK, KOTOpasi MOXET NPUBECTY K yLLepOy.

21. YpoeeHb pucka — mepa pucka, Bblpa€HHasi B BWOE COYETAHUA MNOCNEACTBUNA U KX
BEPOSITHOCTM.

22. YyemHas 3anuck — Habop AaHHbIX, KOTOPbIA MAEHTUMULMPYET NONb3oBaTENs B CUCTEME U
npeaocTaBnsAeT AOCTYN K pecypcam.

23. ¥Yaseumocms — cnaboe MecTo B cUCTEMe, KOTOPOE MOXET GbITb UCMOML30BAHO Yrpo3oit ANs
HapyLueHuss 6esonacHocTHU.

24. lenocmHocme — o6ecneyeHne TOYHOCTU M MOMHOThLI MHAPOPMAaLIMM U METOLOB €& obpaboTku.
25. llugppoeaHue — npouecc NnpeobpasoBaHns UHGOPMaLWMKU B POPMY, KOTOpPasi HE MOXET BbITb
npouynTaHa 6e3 COOTBETCTBYIOLLErO KMoYa.

HopmaTuBHbIEe AOKYMEHTbI
Monutuka paspabotaHa B COOTBETCTBUM C 3akOHOAATENLCTBOM Poccuiickoit deaepavmm
n TpebosaHnsaMu Perynatopos B o6nactvt UHhopMaLMOHHON 6e30nacHOCTU:

- KoHcTuTyums Poccv!MCKoﬁ denepaunu;

- YronosHbiii Kogekc Poccuitickont depepauun. Crtatba 272. HenpaBomepHbIn  goctyn K
KOMNbOTEPHOW HpOpMaLUmK;

- YronoeHbliii Kopgekc Poccuiickoit ®egepauun. CtaTtba 273. CosgaHue, UCMONb3oOBaHWe U
pacnpocTpaHeHne BPeAOHOCHbLIX KOMMNbIOTEPHbLIX MPOrpamMMm;

- YronosHblit Kogekc Poccwiickoit ®enepaunn. Ctatbs 274. HapylueHne npasun aKkcnnyaTtaumm

CpeAcTB xpaHeHusi, 06paboTkn Mnu nepefayn KOMMLITEPHON MHDOPMAaLMKN U MHEOPMALIMOHHO-
TENEKOMMYHUKaLMOHHbIX CETEN;

- Ykas lNpesngeHta PO «O6 yTBEpXASHUN NEPEeYHs CBeAEHUI KOHUAEHLMANBHOTO xapakrepa»
ot 06.03.1997 r. Ne 188 (pea. ot 13.07.2015r.);

- Yka3 [lpesngeHta PO «O pononHUTEnbHbIX Mepax Mo o6ecneyeHnio MHEOPMALMOHHOIA
GesonacHocTn Poccuiickoit Pefepaumm» ot 01.05.2022 r. Ne 250 (pea. ot 13.06.2024 L)

-Yka3 [lpesnpgeHta PP ot 13.06.2024 N 500 «O BHECEHWU WM3MEHEHWt B YKa3 MpesngeHTa
Poccuiickon ®egepaumm ot 1 mas 2022 r. N 250 «O AONONHUTENBHBIX Mepax no obecneyeHuno
nHopmaumroHHoi GesonacHocTu Poccuiickon deaepauumny;

- Yka3 [lpesngeHta P® «O6 yTBepxaeHWn [OKTPUHBI MHOPMALMOHHON 6e30nacHOCTM
Poccuitckon ®epepaummn» ot 05.12.2016 r. Ne 646;

- [loctaHosnenve [pasutensctea P® «O6 ytBepxaeHun [MonoxeHnss o6 0COBEHHOCTSIX

00paboTki  nepcoHanbHbIX  AaHHbIX, OCYLIECTBNSIEMOW 6€3 WUCNONb3OBaHWUS  CPEencTs
asTomatusauum» ot 15.09.2008 r. Ne 687 (pea. ot 18.01.2025);

- [NocTaHoeneHue lMNpasutensctea PO ««O6 yTBepxaeHn TpeboBaHwii K 3alumTe nepcoHanbHbIX

AaHHbIX NpK MX 06paboTke B MHHOPMALIMOHHbBIX CUCTEMAX NEPCOHAMNbHBIX AaHHbLIX» 0T 01.11.2012
r. Ne 1119;

- ®epepanbHbin 3akoH «O6 WMHGOPMaUUM, MHPOPMALMOHHLIX TEXHOMOTMAX U O 3awuTe
WHcbopmaumn» ot 27.07.2006 r. Ne 149-®3 (pea. 29.12.2025 1.);

- ®efepanbHbii 3akoH «O nepcoHanbHbIX AaHHbIX»» T 27.07.2006 r. Ne 152-d3 (pea. 24.06.2025
I -

- ®eaepanbHbIin 3akoH «O kKoMMepyeckoii TalHe» oT 29.07.2004 r. Ne 98-d3 (pea. 08.08.2024 r.);



- depepanbHblit 3akoH «O6 anekTpoHHo noanucu» ot 06.04.2011 r. Ne 63-03 (pea. 31.- 7.2025
r.);
- Mpukaz ®CTIOK Poccun «O6 yTBepxaeHWM cocTaBa W COAEPXAHUS OpraHU3aunOHHbIX U

TEXHUYECKNX Mep no obecrneveHnio 6e30nacHOCTV NEPCOHanbHbIX AaHHbLIX Npu UX obpaboTke B
NHOPMALIMOHHBIX CUCTEMAX NEpCOHanbHbIX AaHHbIX» oT 18.02.2013 r. Ne 21 (pea. 14.05.2020

r.);
- Mpukas ®CTIK Poccun «O BHeceHUn nameHeHnin B Coctas U coaepkaHne opraHn3aunoHHbIX 1

TEXHUYECKUX Mep no obecnedyeHnto 6e30nacHOCTU NEPCOHanbHbIX AaHHbIX Npu ux obpaboTke B
MHDOPMALIMOHHBIX CUCTEMAX NepCcoHasnbHbIX AaHHbIX, YTBEPXAEHHbIE npukasom denepanbHoil
cnyx6bl N0 TEXHUYECKOMY 1 3KCMOPTHOMY KOHTponto oT 18.02.2013 r. Ne 21» ot 14.05.2020 Ne 68;

- MNpukas ®CTIK Poccun «O BHeceHun nameHeHuin B Coctas 1 coaepixaHne opraHu3aLnoHHbIX 1

TEXHNYECKNX Mep No obecneyeHnio 6e30nacHOCT NepcoHanbHbIX AaHHbIX Npu nx obpaboTke B
WHPOPMALIMOHHBLIX CUCTEMAX NEepPCOoHanbHbIX AAHHbIX, YTBEPXAEHHbIE npukasoMm deaepanbHoi
cnyx6bl N0 TEXHNYECKOMY M 3KCNOPTHOMY KOHTponto oT 14.03.2014 r.» o1 23.03.2017 Ne 49;

- Mpukas PCO Poccun «O6 yTBEPXKAEHUN NONOXKEHUA O POCCUACKOM rocyAapCTBEHHOM CErMeHTe
NHOPMALMOHHO-TENEKOMMYHMKaLMOHHON ceTn «MHTepHeT»» oT 07.09.2016 r. Ne 443;

- Mpukas ®CB Poccun «O6 yTtBepxaeHun CocTtaBa U copepXkaHWsi OpraHuM3auUOHHbIX W
TeXHUYecknx mep no obecneyeHunto 6e3onacHOCTV NepCoHanbHbIX AaHHbIX Npu nx obpaboTke B
WHPOPMALIMOHHbIX ~ CUCTEMAx  MNEpPCOHanbHbIX  AaHHbIX C  UCMNONb30BaHWMEM  CPEACTB
KpunTorpacdu4eckon 3awuTbl MHpopMaLnmn, HEOBXOAUMbIX ANA BbINOMHEHUSA YCTAaHOBMEHHbIX
MNpaeutensctBom Poccuiickon deaepaummn TpeboBaHUiA K 3aliUTe nepcoHanbHbIX AAHHbIX ANA
Ka)goro us ypoBHen 3awmiieHHocTu» ot 10.07.2014 r. Ne 378;

- I'IpMKaé ®CB Poccun «O6 yTBepxaeHun TpeGoBaHuii 0 3awuTe nHpopmaLlum, coaepxallencs

B rOCYAapCTBEHHbIX WH(OPMALMOHHBIX CUCTEMAaxX, WHbIX WH(POPMALMOHHbLIX CcUcTemMax
roCyfapCTBEHHbIX OPraHoB, rOCYAAPCTBEHHbIX YHWUTApHbIX NPeanpuATUA, rocyAapCTBEHHbIX
YUPEXAEHNIA, C UCNONb30BaHNEM LU POBanbHbIX (KpunTorpaduyecknx) cpeacts» ot 18.03.2025
r. Ne 117;

- MeToauueckuit nokyMeHT. MeToauka OLeHKN yrpo3 6e30nacHOCTU MHGOpMaLmy, yTBEPKAEHHbINA
®CTOIK Poccum ot 05.02.2021 r.;

- Mpukas ®CTIK Poceum «O6 yTBEpaeHun TpebosaHuii 0 3awumTe nHopMaLum, cogepxatiencs

B rOCYAAPCTBEHHbIX WHMOPMALMOHHBIX CUCTEMAX, WHbIX WH(OPMAaLMOHHBIX CcuUcTeEMaXx
roCyAapCTBEHHbIX OPraHOB, rOCYAAPCTBEHHbIX YHWUTapHbIX MNPEeAnpUATUA, TFOCYAapCTBEHHbIX
yupexaeHun» ot 11.04.2025 r. Ne 117.

Llenu, 3agaun u HanpaBneHus

OcHoBHas Uenb HacTosiwen [MonuTukn 3aknyvaeTcss B 3awuTe WHGOPMaUMOHHbIX
PECypcoB OT MOTEHUMANbHOro MaTepuanbHoro, usnyYeckoro, MopanbHOro Unu MHoro yuiepba,
KOTOPbIA MOXET ObITb HAHECEH B pe3ynbTaTe Cry4anHoro unn npegHamepeHHoro BO3AenNcTBuA Ha
nHopmaumio, €€ HocuTenu, npoueccbl 06paboTku U Nnepegayu, a Takke B MUHUMU3aLMN PUCKOB
nHcpopmaumoHHon 6e3onacHocTn (nanee — UB).

[na pocTMXEeHWs OCHOBHOW uUenun Heobxogumo obecneuymBatb 3ddeKTUBHOE
BbINOSIHEHME CneayLnX 3aaaq:

- CBOEBPEMEHHOE BbISIBNEHME, OLIEHKa U NPOrHO3MpoBaHWe NCTOYHUKOB yrpo3 UB;

- CO3[aHNe MexaHn3ma onepaTuBHOro pearmpoBaHus Ha yrposbl Ub;

- NnpepoTBpaLleHne n/vnn cHmkeHue yuepba ot peanunsauum yrpos Ub;

- 3aLMTa OT BMeLLaTeNbCTBa B nNpouecc yHKunoHnposaHuns MC nocTOPpOHHUX Nuu;

- cooTBeTcTBME TpeboBaHuaM PepepanbHOro 3akoHoAaTenbCTBa, METOAUYECKUX AOKYMEHTOB
®CBE Poccuu, CTIK Poccnun, PockomHaasop u AoroBopHbiM-o6s3aTenscTeam B Yactu Ub;
- AOCTMXEHME afeKBaTHOCTM Mep no 3awumTe ot yrpos UB;



- HegonylleHne NPOHUKHOBEHMA CTPYKTYP OpraHU30BaHHOM MPECTYNHOCTW W OTAENbHbIX MUl C
NPOTMBOMNPaBHLIMU HAMEPEHUAMMU;
-BbIiBNIEHWE, NpeaynpexaeHne 1 npeceyeHne BO3MOXHON NPOTUBONPABHON W UHOI HEraTUBHOM

AEATENbHOCTN COTPYAHWUKOB.
O6nacTtb aencreusa
Hacroswas Monutuka pacnpocTpaHsieTcs Ha BCe CTPYKTypHble NoApa3AeneHus MBYO
CLIOP Ne 10 «Onumn» u obssaTenbHa AN WCNOSMHEHWS BCEMW ero COTPYOHUKaMU WU
AOIMKHOCTHbIMK Nuuamu. lNonoxeHus HacTosLwel MonUTUKM NPUMEHUMbI ANS UCNONb30BaHUS BO
BHYTPEHHUX HOPMAaTUBHbIX N METOANYECKMX AOKYMEHTaXx, a Takke B JOroBopax.

MpuHUUNBI NONUTUKKM MHOPMaLIMOHHOW Ge30NacHOCTH

OTV MPUHUMNBI YYUTLIBAIOT KOMMMEKCHbI NOAXO4, 3aKOHOAATENbHble TpeboBaHus wn
coBpeMeHHble Bbi3oBbl B obnactn UB:

KoMnnekcHOCTL U cUCTeMHOCTb

ObecneyeHne nHGpOpPMaUMOHHOR Be3onacHOCTW AOCTUraeTcs Yyepes cornacoBaHHoOe
B3aMMOAENCTBNE TEXHWYECKUX, OPraHW3aLMOHHbIX U aAMUHUCTPATUBHLIX Mep. Bce anemeHTbl
CYWB ponxHbl BbiTh B3aMMOCBSA3aHb! U MHTErPUPOBAHbLI B €ANHYIO apXUTEKTYPY, YYUTbIBAIOLLYHO
BCE€ acneKTbl 3aLnTbl MHhopMaLuu.

KoHduaeHUmanbHOCTL, LENOCTHOCTb, AOCTYMHOCTb.

-KoHdupeHumansHoCcTs:  focTyn Kk uMHcOpMaUWUW  NPefoCTaBASETCS  TONMbKO
aBTOPM30BaHHbIM NMLAM UK CUCTEMAM.

- LlenocTHoCTb: rapaHTUpyeTcs TOYHOCTb, MOMHOTA U HEW3MEHHOCTb nHdopmaumum u
mMeToaoB ee obpaboTku.

- AocTynHoCTh: NHhOpMaLUKs 1 CBA3aHHbIE C Hell Pecypcbl AOCTYMHbI aBTOPM30BAHHbLIM

Nnonb3oBaTesisiM B HY>XXHOE BPeMS.

Puck-opneHTUpOBaHHbLIN noaxoa.

3awmTa MHOPMaLMM OCHOBBLIBAETCA Ha perynsipHoOM aHanuae yrpo3 n ys3BumocTew,
OLi€HKe pUCKOB U BbIOOPE MEpP, MUHUMU3MPYIOLMX BEPOSITHOCTL U MOCNEACTBUS WHUMAEHTOB.
Mepbi 3aLnTbl AOMKHBI GbiTb MPONOPLNOHANBHBI YPOBHIO PUCKA. '

MuHUMU3aLMUA U ONTUMANBLHOCTb.

Mepel GesonacHoCTM AonxHel obecreunBaTb HEOBXOAUMbBIN yPOBEHb 3aLNATHI npu
ONTUManbHbIX  (DUHAHCOBbLIX U  ONEPaUMOHHbIX 3aTpaTax. CTpemneHue K abConOTHON
GesonacHoCT He AOMKHO MPUBOAUTL K YPE3MEPHBIM OrPaHMYEHUSM UMM HeonpasAaHHbIM
pacxoaam.

HenpepbIBHOCTbL M aAanTUBHOCTb.

Cuctema UB gomkHa GbiTb AWHAMMYHON, C perynspHbIM MOHUTOPUHIOM, aHanu3oMm U
OBHOBNEHWEM Mep 3aLUTbI ANS pearmpoBaHnUsi Ha HOBbIE Yrpo3bl, USMEHEHUA B UHDPACTPYKTYpe
Unu 3akoHodaTenbLCTBe.

CooTBeTCcTBME HOPMATUBHLIM TPEGOBaHUAM.

[NonuTuka AomkHa COOTBETCTBOBATH 3aKOHOAATENLCTBY POCCUIACKOIA ®enepaunm.

OTBeTCcTBEHHOCTL U 06Gy4eHUe nepcoHana.

Bce cotpyaHnku obsisaHbl cobnioaate npasuna UG u NnpoXoAnTb perynspHoe obyyeHune
Mo BOMpocam 6e30MacHoOro NoBEAEHUs!, PAacno3HaBaHNSA Yrpo3 U paboThl ¢ NHOPMaLMOHHbIMI
CnCTEMaMW. OCBEAOMIMEHHOCTb nepcoHana - KNYeBOW (aKTOP CHWDKEHUS YenoBeYecKoro
¢hakTopa Kak UCTOYHMKA YSA3BUMOCTEI.

PesepBHOe konupoBaHue n BoCCTaHOBMEHMe.

PerynsipHoe cospaHne pe3epBHbIX KOMMit KPUTUYECKM BAXKHBIX AAHHbBIX U TecTupoBaHue
npoueayp BocCTaHOBNEHMA ANs obecneveHns HenpepbIBHOCTM GU3HEC-NPOLIECCOB B cnyyvae
cboeB unu arax.

Mpo3payHoCTL U AOKYMEeHTUPOBaHMe.

Bce npouecchl, ceazaHHble ¢ UB, AOKYMEHTUPYIOTCA (MONUTUKKN, pernameHTbl, XypHanb
ayauta). [po3payHOCTL NPOLIECCOB NO3BONSET NPOBOAUTD NMPOBEPKN, BbIABMAATL YA3BUMOCTU U
noATeepxaaTb COOTBETCTBUE TpeBoBaHUAM.



MpoakTMBHOCTL.

Ynop genaetcs Ha npefoTBpalleHWe WHUWAEHTOB MyTEM PaHHEro BbiSBNEHWSA Yrpos,
aHanusa TeHaeHUMn B obnactu kubepbeszonacHOCTM W BHEAPEHUS NEpPenoBbIX TEXHOMOMUM
3awuThl.

YyeT yenoBeyeckoro dakropa.

Monutnka yuntbiBaeT, YTO COTPYAHUKN MOTYT ObiTb Kak cnabbiM 3BEHOM, TaK U BaXHbIM
anemMeHToM 3awmTbl. Mepbl BKNOYalOT HE TOnMbko obByyYeHue, HO U CO3faHWe KopnopaTUBHOWM
KynbTypbl, NOOLPSAOLLEA OTBETCTBEHHOE OTHOLEHME K UB.

OpraHusauus ynpasneHusa MHpopMaLMOHHON 6e30NacHOCTbIO

Cuctema ynpasneHus umHbopmMauMoHHON 6e3onacHOCTbi0 oGecneymBaeT KOOpAMHaLMIO
Bcex npoueccos B B MBYIO CLUOP Ne 10 «Onumn» CYUB BkntoYaeT NONUTUKU, perfameHThbl,
TEXHUYECKME U OpraHn3aLnoOHHbIE Mepbl, HanpaBneHHbIe Ha 3aLMTy UHOPMaLUK.

Ponu n oTBeTCTBEHHOCTD:!

- PykoBoacteo MBY[]O CLUOP Ne 10 «Onumn»:

YtBepxaaeT nonuTtuky Nb n BbiaensieT GrooxeT Ans eé peanvsauuu.
HasHa4yaeT oTBETCTBEHHbIX 32 UH(POPMALMOHHYI 6€30MacHOCTb.
KoHTponupyeT BbinonHeHue MNonuTtuku.

- OTBeTCTBEHHbIE Nuua:

PaspabaTbiBaloT 1 BHEAPSAIOT pernaMeHTbl, NpoLeaypbl U Mepbl 3aLnTh.
MpoBoaAT oby4eHne COTPYAHNKOB, MOHUTOPUHT Yrpo3 1 ayauT cuctemsl UB.
KoopavHupytoT pearmpoBaHve Ha MHUMAEHTDI.

- COTpyAHUKM:

Cobniogatot npasuna UB, nsnoxexHole B MonuTuke 1 pernameHTax.

MpoxoasaT obyyeHune 1 coobLyaloT 0 NoA03PUTENBHON aKTUBHOCTH.

HecyT oTBeTCTBEHHOCTL 3a HapyLueHue MonuTukKn (BNNoTb A0 AUCLMUNIIMHAPHBIX MEp).
PerynapHble coseljanna no b npoBoasTCA He pexe O4HOro pasa B KBapTarn Ans o6cy)XaeHus
yrpo3, MHUMAEHTOB U NNAHOB YNYYLLEHUS.

YnpaBneHue puckamMmu nHcpopmMaLuMoOHHOU 6Ge30nacHOCTH

B cooTBeTCTBMM C NPMHUMNOM pUCK-OpUEeHTUpoBaHHOro noaxoga MBYAO CLUOP Ne 10
«Onumn» NPoBOAUT perynsipHbii aHanuM3 pPUCKOB WHAOPMAaLMOHHONW 6GesonacHocTM Ans
BbISBNIEHWA U MUHUMU3AUUN Yrpo3.

Mpouecc ynpaBneHus puckamu:

AHanu3 yrpo3 u yssBuMocTel: [IpoBOAMTCS He pexe OOHOro pasa B roj C
ncnonb3osaHnem metoank @CTIK Poccun. Yrposbl BkoYatoT kubepartaku, yTeukn AaHHbIX, coou
obopyaoBaHus. YA3BUMOCTM BbISIBNAIOTCS Yepe3 CKaHUPOBaHUE CUCTEM W ayauT.

OueHka puckoB: Pucku OLEHMBAIOTCS NO BEPOSTHOCTU W MOTEHUManbHOMY yuiepby
(HVM3KMA,

CpeAHuiA, BbiCOKMIA). Hanpumep, yTeyka nepcoHanbHbIX AaHHbIX KNAcCUULMPYETCA Kak BbICOKUN
PUCK.
MnaH ynpaBneHusa puckamu. [nsa kaxzgoro pucka paspabaTtbiBaloTcs Mepbl:

- TexHuyeckne: BHeApEHNe MeXCceTeBbIX 9KpaHOB, LWMMPOBAHUS, aHTUBMPYCOB.

- OpraHu3aumnoHHble: 0by4eHne CoOTPYAHUKOB, pernaMeHTbl 4OCTyna.

MoHuTOpUHr n nepecmoTp. MNnaH puckoB 0GHOBNSAETCS NPY BHEAPEHUN HOBbIX CUCTEM,
W3MEHEHUN 3aKoHOAATeNbCTBA UMW NOSBIEHNN HOBBIX YrpO3.

OTBeTCTBEHHBLIM 3a ynpaBneHne puckamu SBMSETCA COTPYAHUK, Ha3HAYEeHHbIN NPUKA3OM
pykoBoautena obpasoBaTenbHOro ydpexaeHus. Bce coTpyaHuku o6s3aHbl coobwats O
BbISIBNIEHHbIX YSI3BUMOCTSX UMW NOAO3PUTENBHON aKTUBHOCTH.

TexHUYeckue Mepbl 3alUTbI
MBYOO CLIOP Ne 10 «Onumn» UCNONMb3yeT COBPEMEHHbIE TEXHOMOrMW ANs  3aluTbl
VH(OopMaLKM B COOTBETCTBUM C NPUHLMNOM MHOTOYPOBHEBOW 3aLLUTbI.

KnioueBble mepbil:



- MexceTteBble 3kpaHbl (GpaHAmayapbl). OuUNbTPYIOT ceTeson Tpaduk, npegoTepaLyas
HECaHKLMOHNPOBaHHBIV focTyn. HacTpausatoTcs Ans 6110KMpOBKM Nofo3puTenbHbIx |P- agpecos.
- Wudposanue: Bce koHdMAeHLManbHbIe f4aHHbIE 3aLNLAIOTCA cepTUdULIMPoBaHHbIMU CK3
npu XxpaHeHun u nepepade. WUcnonbsyotca npotokonbl TLS Ans ceTeBbiX COEAUMHEHWIA,
3aluLLeHHble KaHanbl CBA3W ANA nepefayv HopMauuu.

- MHorodhaktopHas ayTeHTudbmkaums (MFA): lMpumeHsieTca ANA AocTyna K KIOYEBbIM
ycTpoucTBam.

- PesepBHOe konupoBaHue: KpuTuueckue [aHHblE PE3EepBUPYIOTCH EXEMECSYHO, KOMUM
XpPaHATCA B 3aMLLEHHOM MECTe.

- AHTUBMpPYcHoe MO: Kniouesble yCTPOICTBA OCHALLEHbI AHTUBMPYCAMM C aBTOMATUHYECKUM
oBHoBneHnem. MpoBoaATCs aBTOMATUYECKIE NPOBEPKU Ha BpeaoHocHoe MO.

- O6HoBnenue MO: Cuctembl U NPUNOXEHUS] OGHOBNAIOTCA ANA YCTPAHEHUs! yS3BUMOCTEM
aBTOMaTUYECKN UK NP HEOOXOAUMOCTMW.

OpraHu3aumMoHHble Mepbl 3aWmnThl

OpraHusaunorHble Mepbl obecneunBaioT cobniogeHne npasun UB BcemMu coTpyaHUKamMu B

COOTBETCTBUM C NPUHLUMUNAMMN KOHTPONSA A4OCTyNa U NPO3pavyHOCTy.
KnioyeBbie mepbl.

- KonTponb goctyna.

Maponu AomkHbI BbITb CRIOXKHBIMU (HE MeHee 8 CUMBONOB, BKMtouas Gyksbl, LMMPHI, CUMBOIbI) 1
0BHOBNATLCS Ka)able nonroaa.

- MonwuTuka YncToro ctona u HYUCTOro 3KpaHa.

KoHtbuaeHunanbHble JOKYMEHTbI XpaHATCS B 3anvMpaembix Lkadax.

Pabouue cTaHuum GnoknpyloTcs aBToMaTYeckn Yepes 5 MUHyT 6eanelicTaus.

- [lpaBuna ncnonb3oBaHWs pecypcos.

OnNeKTpOHHas nouta MCNonb3yeTcs TONMbKO Ans pabounx 3apauy, C dunbTpaunern BXoasaLNX
coobLLEeHUIA.

HocTyn B nHTEpHET ocyLlecTBNAeTCs ¢ hunbTpaLmeit KOHTeHTA. _

Nn4Hble ycTpoiicTBa AONyCKaOTCSA K KOPNOPATUBHOI CETU TOMbKO Nocne NMPOBEPKN CUCTEMHbIM
aAMUHUCTPATOPOM.

- ObpaboTka koHDMAESHUMANBHOW UHOPMAaLMK.

KoHdpuaeHumansHble naHHble 06pabaTbiBaloTCs B 3aLUMLLEHHBIX CUCTEMAX C UCTONb30BAHNEM
LWncbpoBaHUS.

- YTunusauma HocuTenen.

Hocutenu UHopMaLum (BymaxHble, 3MNEKTPOHHbIE) YHUYTOXAaKTCA
CEepPTUULIMPOBaHHLIMK MeTodamMu (HanpuMep, LpeavpoBaHue, nepesanucb QAaHHbIX). Bce
COTPYAHUKN 0Bsi3aHbI 03HAKOMUTLCA C OPraHN3aLMOHHBIMU Mepamu. HapyLuerue npasun Bne4veT
ANCLUUNNNHAPHYO OTBETCTBEHHOCTb.

Be3onacHocTb nepcoHana
lMepcoHan saBnseTca KNYeBbIM 3NEMEHTOM cucTembl UB, 1 ero geircTens perynupyroTcs
ANA CHWXEHNS PUCKOB, CBA3AHHbIX C YerloBeYEeCKUM hakTopoM, B COOTBETCTBUM C NPUHLIMMOM
OTBETCTBEHHOCTU M 0ByYeHus.
KnioyeBbie Mmepbl.

- CornalueHus o KoHUAEHUMANbHOCTY.

Bce COTPYAHWKM NoANUCbIBAKOT cornalleHune o HepasrnaweHun nepcoHanbHbIX AaHHbIX.
CornaleHve BknovaeT OTBETCTBEHHOCTb 3a HapylieHue npasun UB.

- OByyeHve UB.

Mpn TpyaoycTpolcTBE MPOBOAWUTCS BBOAHbIN MHCTpyKkTax no UB (npaeuna naponei, pacnosHaBaHue
uwwmHra, paboTa ¢ AaHHbIMK). :
OByueHne foKyMEHTUPYETCA, a yyacTue SBNAeTcs 0683aTeNbHbIM.



- Npoueaypel Npy yBONbHEHWUM UMW NepeBoae.
HocTyn k cuctemam BrnokupyeTcs B TedeHue 24 4acos Nocre YBOMbHEHNS.

- MNpoBoaunTCs ayauT akTMBHOCTU COTPYAHMKA 3a NOCNEAHWI MecsiL,

CoTpyAHMK BO3BpaLLaeT BCe HOCUTENN UHGOpMaLMN 1 06opyAoBaHME.

PykoBofcTBo o6ecneunsaeT chiHaHCUpoBaHe Nporpamm oBy4yeHns, a OTBETCTBEHHbIE N1La
KOOPAWHUPYIOT NX NposefeHue. Hapylienne npasun UB coTpyaHUKaMU BNEYET AUCLUMNNMHAPHBIE MEpbI.

Tpe6oBaHusi No MHGOPMaLMOHHON 3alUTe

B oTHowweHnn Bcex nHdopmaumoHHbix aktusos MBY/O CLUOP Ne 10 «Onumny», akTUMBOB,
Haxodsawwmxca nod koHTponem MBY/1O CLLUOP Ne 10 «Onumn», a Takke akTUBOB, ncnonb3yemsbix
Ans foctyna k nHgpactpyktype MBYZO CLUOP Ne 10 «Onumn», gomkHa 6biTb onpegeneHa
OTBETCTBEHHOCTL COOTBETCTBYHOLLEro coTpyaHuka. ViHdopmaums o cMeHe BnaaenbLeB akTUBOB,
WX pacnpeieneHnu, USMeHeHusX B KOHdUrypauum n ucnonb3oBaHwu 3a npegenamu MBYJO
CLUOP Ne 10 «Onumn» fomkHa 40BOAUTLCS 40 CBEAEHWS pykoBoguTens.

BHoc B 3paaHve u nomewenns MBYO CLUOP Ne 10 «OnuMn» AUYHbIX NopTaTUBHbIX
KOMMBIOTEPOB N BHELUHMX HOCUTENeN nHopMauumn (Anckun, dneu-kapTbl 1 T.M.), @ Takke BbIHOC
wx 3a npepensl MBY[JO CLUOP Ne 10 «OnumMn» npousBoaUTCA TOMbKO NMPU COrMacoBaHUM C
CUCTEMHbIM aAMUHUCTPATOPOM.

Bce aaHHble, coctasnsiowme TaitHy MBYJO CLLUOP Ne 10 «Onumn» u XpaHsilmecs Ha
BHELLUHWX XXECTKUX ANCKaX, NOPTaTUBHbIX KOMMNbIOTEPaX, AOMKHbI BbITh 3aLLMMPOBAHSI.

Bce pabotbl B npegenax MBYJO CLUOP Ne 10 «OnuMmn» AOMKHbI BbINOMHATLCS B
COOTBETCTBUW C OULMaNbHbIMU AOMKHOCTHBIMU OBA3aHHOCTAMMU TOMLKO Ha KOMnbloTEpaXx,
paspeLUeHHbIX K UICNONb30BaHUI0 agMUHUCTPaLIMEN.

B uensx obecneyeHns caHKLIMOHMPOBAHHOIO AOCTyNa K MHPOPMALIMOHHBIM pecypcam
MBYQ CLIOP Ne 10 «Onumn» nwoboii Bxog B CUCTEMY [OMXKEH OCYLIECTBNATLCA C
“CNoNb30BaAHNEM YHUKANbHOrO MMEHW NONb30BaTENS W NAPONs.

Monb3oBaTenu o6s3aHbl PYKOBOACTBOBATLCS PEKOMEHAALMSMU MO 3aluTe CBOEro
napons Ha sTane ero Bblbopa v nocreayoLero UCnonb3oBaHns. 3anpeLyaeTcsi coobLaTh CBOV
napofb Apyrim nuuam nnu NpeaocTaBnaTh 4OCTYN K CRyxeBGHOMY KOMNbOTepy TPeTbUM NuLam.

B npouecce paboTbl coTpyaHMKM 06si3aHbI NCNONL30BATbL PEXKIM «3JKpaHHOW 3acTaBKu» C
naponbHoW 3awuTon. PekoMeHAyeTcs ycTaHaBnMBaTb MaKkcUMarnbHoe BpeMsA  «npocTosa»
komnbloTepa [0 NOABMNEHWs SKPAHHO 3acTaBkn He Gonee 15 MUHYT.

Kaxabiii coTpyaHuk 06s13aH HemeaieHHo yBeOMUTb CUCTEMHOIO agMuHucTpartopa o6o
BCEX Cny4asx NpeAocTaBneHns [Joctyna TpeTbUM nuuam k pecypcam cet MBYJO CLUOP Ne 10
«Onumny.

Hoctyn k cetn UHTepHeT obBecneumBaeTcs TOMbKO B CNyXebHbIX Uenax u He MoxeT
WCNONb30BaTbCA  ANA  HE3aKOHHOW  [eATenbHOCTW. 3anpeljaeTcs NoCelieHWe  CcaiiTos,
cofepxaLimx OCKOPOUTENbHbIN, NPOTUBO3AKOHHBIN UMN HE3TUYHBIN KOHTEHT.

CoTpyAHukn 06s3aHbl obecneunBaTh usnyeckyto 6e30nacHOCTb obopynoBaHus, Ha
koTopoMm xpaHuTcs uHgopmaums MBYJO CLUOP Ne 10 «Onumny», Bkniouas KOMMbIOTEPbI,
HOYTOYKM 1 nepudepuitHbie ycTpoicTea.

CoTpyaHukam 3anpeLleHo CamoCTOATENbHO U3MEHSTb KOH(purypaumio annapartHoro u
nporpammHoro obecneyeHns. Bce sMeHeHWs NponM3BOAUT CUCTEMHBIM aAMVHUCTPATOPOM.

Bce «knioueBble pabouve cTaHUMM LOMKHBI  ObiTb  OCHALLEHBI aHTUBUPYCHbLIM
NporpammHbIM obecneyeHnem. CoTpyaHWkam 3anpeltaeTcs B6roKMpoBaTh, U3MEHSTS HaCTPOMKK
“nu yctanaenueaTb UHOE aHTuBMpYycHoe 0.

CoTpyaHukn 06s3aHbl perynspHo cosgaBaTh pPEe3epBHbIE KOMUU BCEX OCHOBHbIX
CNy>XeOHbIX AaHHbIX U NPOrpaMMHOro obecneyeHus, ncnonb3yembix B paboudnx npoueccax.

®dusunyeckan 6e3onacHoOCTb
dusnyeckas 6esonacHOCTb NpeaoTepallaeT HECaHKLMOHMPOBAaHHbIN AOCTYM, Kpaxy Unm
noBpexaeHne WHPOPMALMNOHHBIX aKTMBOB B COOTBETCTBUM C NPUHLUUNOM MHOrOypOBHEBOW
3aLWuTbI.
KntoyeBble Mepbl

- BMAeOHa6J'II'O,quV|e n curHanusauusa



KpnTuiyeckne 3oHbl HaXOAATCS NOA KPYrNOCYTOYHBIM BUAEOHABI0AEHUEM.
YCTaHOBNEHbI NOXaPHbIE 1 OXPaHHbIE CUTHANM3ALUM C YBEAOMIEHUEM Cnyx6bl
BesonacHocTu.

- KoHTponb gocTyna nocetuteneii

Bce nocetutenn peructpupytotcsi Ha BXxoae 1 ConpoBOXAAOTCS COTPYAHUKaMW.
- CTOpoHHMe cnyx6bl

TexHuyeckoe obecnyxuBaHue n apyrue cnyx6bl paboTatoT nog Haa30pom.

- 3awmTa oT pusn4eckux yrpos

KnioueBble paboumne cTaHLMm 3aLymLeHbl OT nepeBoeB NUTaHWUsS C NOMOLLbIO CUCTEMbI
Pe3epBHOro NUTaHUS.
CncTemHbIN agMuHMCTPaTop obecneynBaeT TexHMYeckoe oGCnyKUBaHe obopynoBaHus.

YnpasneHue nHunaeHTaMm uHOpMaLMOHHOMK Ge30nacHOCTH

B cootseTcTBUMM C npuHUMNom pearnpoBaHua Ha uHumaeHtel MBYO CLUOP Ne 10
«Onumn» paspaboTana npoueaypb! Ans ObHapyXeHus1, nokanu3aunm 1 yCTpaHeHUs MHUWUAEHTOB
Wb, Taknx kak yTeuku faHHbIX, KubepaTtaku unu coom.

MNpouecc ynpaBneHus nHUMaeHTaMu
- Onpegenexve nHUnaeHTa
CoObITHE, HapyLLaloLLiee LieNOCTHOCTb, KOHUAEHLMANBHOCTb, UMK AOCTYMHOCTb UHChopMaLnK,
Hanpumep, uLMHrosas ataka, cboii cepsepa).
- OBbHapyxeHne
CoTpyaHuku obs3aHbl coobLyaTth 0 NOAO3PUTENLHOI aKTUBHOCTMU B TeYeHMe 1 yaca.
- Nokanusauus
BroknpoBka 3apax&HHbIX yUETHBIX 3annceit nn yCTPORCTB.
OTKNIO4YEHNE NOPaAXKEHHBIX CUCTEM OT CeTM.
- YcTpaHeHue
BoccraHoBneHune faHHbIX U3 pe3epBHbIX KOMuii.
YcTpaHeHue ya3BuMocTen (Hanpumep, o6HoBNeHne o).
- AHanus
BbisiBNeHWe npuynH MHUMOeHTa u oueHkKa yuwepba.
PaspaboTka Mep Ans npeaoTepalleHus NOBTOPEHMUSA.
- YBeaomneHue

Mpu yTeuke nepcoHanbHbIX AaHHbIX perynaTtopbl yBeAOMIATCA B TeYeHue 72 4acoB B
cooteeTcTBMM € ®3-152. Bce WHUMAEHTBI perucTpupyloTcs B XypHane, KOTopbli BeaéTt

OTBETCTBEHHOE NULIO. E)KeI'O,Cl,HO MPOBOAATCA Yy4YEHUA ONA NOATOTOBKU K nHUmMaeHTam. OTYéT 06
VHUMOEHTax npegocrasnsaeTcs pykoBOACTBY B TeyeHue 5 gHen nocne yCTpaHeHwus.

B3aumopencTeue ¢ BHEWHUMMU cTOpOHAMu
B cootBetcTBMM ¢ npuHuMnoM 3awmTLI npw B3aVMOAENCTBUN C BHELLHUMU CTOPOHaMM
OpraHusaumua obecneunsaeT GesonacHocTb 0bMeHa AaHHBbIMU C napTHEpaMu, NOAPSAYMKAMU U
Apyrumu cybbektamu.
KntoueBble Mepbi

- 3alWyLEHHbIe KaHanbl CBA3W

O6mMeH paHHBIMM  OcyLlecTBRsieTCS 4epes 3awuiléHHble cuctembl 30, ucnonbaywoLwme
npoTOKONbI C WindpoBaHuem (TLS).
Wcnonbaytotesa cepTudmumposaHHbie CK3U gns 3alWKnTbl KOHPMAEHUNANBHBIX AAHHbIX.

- [loroBopHble obs3aTenscTBa

ﬂOI’OBOpr C BHELUHNMU CTOpPOHaMW BKIOYalOT NYHKTbI O CO6.I'|I’O,D,GHVIM ctaHpapTos UB.
YKa3sblBaeTCA OTBETCTBEHHOCTb 3a YTEeYKN OAaHHbIX UKW HapyLUEHUS.



Peanusauusa nonutuku uHcopmaumMoHHOU 6e3onacHOCTHU
Peanun3sauus MNonuTukn nicpopmaumoHHoii 6esonacHoctn MBYO CLUOP Ne 10 «Onumn»
OCYyLLECTBNSAETCA Ha OCHOBE HOPMAaTUBHbLIX AOKYMEHTOB, ONPeAensowWmxX NopaaoK BbiNOMHEHUS
npoueayp “ npoLeccos, CBA3aHHbIX C NpodeccnoHanbHon gestensHocTbio B MBYO CLUOP Ne
10 «Onumny».

Mopsaok BHeCEHUsA U3MEHEHUIN U AONONTHEHUIN B NONTUTUKY UH(OPMaALIMOHHON
Be3onacHocTu
N3meHeHna n pononHeHus B Monutuky MHMOpMaUMOHHOW 6e30nacHOCTM BHOCSATCA He
pexe OAHOro pasa B Tpu roaa Ans obecneyeHnss COOTBETCTBUSA YCTAHOBMEHHbIX Mep 3aLyuThbl
akTyanbHbiM ycrnosusiM u TpeboBaHMAM 3akoHopaTenscTBa B obnacT MHEOPMALMOHHOM
H6esonacHocTy.

KoHTponb 3a co6niogeHnem nNonuTuku MHcpopMauMoHHOU Ge3onacHoOCTH
Tekywunin koHTponb 3a cobnogeHnem TpebosaHuit Monutukn nHpopmavmonHon MBYAO
CLIOP Ne 10 «Onumn» BO3naraeTcs Ha COTPYAHUKA, HA3HAYEHHOro NPUKasoM PYKOBOAMTENSs
MBYJO CLLUOP Ne 10 «Onumny».
PykosognTtens MBYZ1IO CLLUOP Ne 10 «Onumn» perynsipHo aHanuaupyeT BbINOSIHEHWE U
cobniogexne nonoxeHuint MonuTukn MHpopMaLMOHHON Ge30nNacHOCTH, a Takke OcyLlecTBnseT
nocneayLMin KOHTPOIb 3a UCNONHEHMEM ee TpeboBaHuiA.

OTBeTCTBEHHOCTb 3a HapyuweHue MonuTukn 6esonacHocTU

OTBETCTBEHHOCTb 3a BbinonHeHne npasun MB HeceT kaxapin coTpyaHuk MBYJO CLLUOP
Ne 10 «Onumn» B paikax cBoux CnyebHbix 063aHHOCTE! 1 NOMHOMOYUNA.

Ha ocHoBaHun cT. 192 Tpynosoro kogekca Poccuiickoii Pepepaunu COTPYAHUKM,
HapyLwarowme Tpe6osaHns MonnuTikn, MoryT GbiTb NOABEPrHYTbl AUCLMNIIUHAPHBIM B3bICKaHUAM,
BKIOMAsA 3amevaHune, BbIrOBOp M YBOSIbHEHWNE C paboThbl.

Bce coTpyaHuku HecyT nepcoHanbHyto (B TOM YMCIe MaTepuasnbHyo) OTBETCTBEHHOCTb 3a
NPSIMON AeACTBUTENbHbLIA yep6, npuunHeHHbin MBYO CLUOP Ne 10 «Onumn» B pesynbTaTte
HapyweHua umu npasun MNonutuku (Ct. 238 Tpyaosoro koaekca Poccuiickoin depepauuu).

3a HenpaBoOMepHbIN JOCTYN K KOMMbIOTEPHON MHOPMAaLUK, CO3AaHME; UCNOMNb30BaHMe
“nNn pacnpocTpaHeHWe BPEAOHOCHbLIX MPOrpamMM, a Takke HapylLleHWe npaBun 3KcnayaTauum
OBM, crneactenem KoTopbIxX ABUNOCH HapylueHue paboTel IBM (aBTOMATU3MPOBAHHOI CUCTEMBI
06paboTkn WMHMOPMaLMK), YHUUTOXKEHWE, OrNoKMpoBaHWE unM moauduKauus 3alviaeMon
nHopmaumu, cotpyaHukm NBYK KPBM HecyT 0TBETCTBEHHOCTb B COOTBETCTBUM CO CTaTbsIMU
272,273 v 274 YronosHoro kogekca Poccuiickon ®eaepauumm.



